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About AIGC 

Allinial Global is an accounting firm association of legally independent accounting and consulting firms, whose purpose is to turn knowledge into value for 

the benefit of our clients, our people and the capital markets. We have 28,373 people worldwide, providing audit, risk consulting, management consulting, deal 

advisory and tax services from 83 countries.

One of the leading professional services firms

Presence in 83 countries and about 28,373 people

Over USD 4.111 Billion in revenue

With 235 Member firms with 611 

location world wide

Aldar International for Governance Consultancy Ltd. (member firm of Allinial Global) is registered in Saudi Arabia as a Foreign Investment, Limited 
Liability Company. It is one of the leading advisory firms in Saudi Arabia and Jordan. AIGC provides a wide range of professional services to a large base of 
companies, establishments and businessmen. Our practice is multi-faceted, ranging from Internal Audit and Risk Management to Compliance and Forensics. 
Our services are performed in accordance with highest levels of professionalism and Internationally Recognized Standards.

Our 

Services

▪ Helping organizations implement Risk-Based Audit Methodologies and 

Internal Audit Software.

▪ Conducting Quality Reviews on Audit Functions.

▪ Outsourcing / Co-sourcing Internal Audit assignments.

▪ Conducting Risk Assessment Assignments.

▪ Implementing ERM (Enterprise Risk Management)/ORM (Operational Risk 

Management) Systems.

▪ Data Analytics Services

▪ Providing assistance in Assessing Compliance Risks and implementing 

Compliance Risk Monitoring systems.

▪ Documenting Policies and Standard Operating Procedures (SOPs).

▪ Conducting Fraud Audits.

▪ Conducting Fraud investigations.

▪ Loss quantification assignments.

▪ Conducting Due Diligence Assignments.

▪ Company valuations.
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Mohammed Nasser) Barakat has 25+ years of professional experience in Risk 
Advisory services with numerous clients in the financial services industry, 
particularly the Banking Sector. 

Nasser has an MBA in Professional Accounting and BS Degree in Banking and 
Finance. He is a Certified Public Accountant, a Certified Operational Risk Executive 
and a Certified Control Self-Assessment (CCSA) practitioner.

He worked as Financial Controller for one of the leading financial institutions in 
Jordan, and was the Partner and Service Line Leader for Business Risk Services at 
Grant Thornton-ME.  He is currently the Managing Partner of AIGC. 

Throughout his career, Nasser has helped more than 30 well-known banks in the 
region implement Operation Risk Management (ORM) systems. He has also 
conducted several Operational Risk Management training seminars and supervised a 
number of Quality Assurance reviews for Risk Management, Compliance and Internal 
Audit functions.  This included checking whether the Operational Risk Management 
functions followed sound practices.

Mohammed Nasser Barakat

Managing Partner 

E: mbarakat@aldarco.com 

Attayeb has 10 years of professional experience in the fields of Risk Management, 
Business Continuity Management, Compliance and Internal Audit. He has a Masters 
degree in Finance & Investment. He is a Certified Internal Auditor (CIA) and has a 
Certification in Risk Management Assurance (CRMA). 

Attayeb worked for the Central Bank of Jordan Risk Management Department and 
with one of the Big 4 accounting firms Risk Consulting services division before 
joining AIGC as a Consultancy Manager - Risk Management services.

Attayeb has participated in implementing ORM and BCM systems. He has also 
developed/reviewed the Risk Appetite Frameworks for a number of financial 
institutions and conducted quality assurance reviews on several ERM and 
Compliance functions. He has professional, in-depth exposure to many Risk 
Management standards/guidelines, including: Basel guidelines, COSO - ERM 
framework and ISO 31000

Attayeb Zahran

Consultancy Manager

Email: azahran@aldarco.com
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About the Webinar 

This Webinar aims to provide insights on the Principles for The Sound 

Management of Operational Risk, and the Principles for Operational 

Resilience, that were issued by Basel Committee in March 31, 2021.

WEBINAR TOPICS

The Three Lines of Defense In ORM

Principles for The Sound Operation Risk Management 
Practices

Practical Guidelines for Implementing these principles

Operational Resilience Principles

A Brief on Operational Resilience and Its Importance to 
the banking sector

1

2

3

4

5

Practical Guidelines for Implementing Operational 
Resilience Principles

6

Principles for The Sound Management of Operational Risk

The Basel Committee has revised its Principles for the sound management 

of operational risk to make technical revisions to:

(i) align the principles with the recently finalized Basel III operational risk 

framework;

(ii) update the guidance where needed in the areas of change 

management and information and communication technologies; and

(iii) enhance the overall clarity of the principles.

Principles for Operational Resilience

The Basel Committee seeks to promote a principles-based approach to 

improving operational resilience. The principles aim to strengthen banks' 

ability to withstand operational risk-related events that could cause 

significant operational failures or wide-scale disruptions in financial 

markets, such as pandemics, cyber incidents, technology failures or natural 

disasters.



Principles for The Sound Management Of 
Operational Risk 2
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Introduction

A review was conducted on the implementation of the principles of the Sound Management of Operational Risk, this review 

identified that several principles had not been adequately implemented, and further guidance would be needed to facilitate 

their implementation in the following areas:

Basel Committee on Banking Supervision introduced its Principles for the Sound Management of Operational Risk.
2003

2011
The committee revised the principles to incorporate the lessons learnt from the Great Financial Crisis of 2007–2009.

2014

Risk Identification And Assessment Tools Change Management Programs & Processes Implementation of The Three Lines Of Defense

BOD & Senior Management Oversight Operational Risk Appetite & Tolerance Statements Risk Disclosures

2021

March
The Committee recognized that the 2011 Principles did not sufficiently capture certain important sources of 

operational risk, such as those arising from information and communication technology (ICT) risk, thus warranting the 

introduction of a specific principle on ICT risk management.

The purpose of this publication is to promote the effectiveness of operational risk management throughout the banking 

system. The Committee believes that the Principles reflect sound practices relevant to all banks. 

The principles cover governance; the risk management environment; information and communication technology; 

business continuity planning and the role of disclosure.



Poll Question “1”
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Operational Risk Management

Operational risk is inherent in all banking products, activities, processes and systems, and the effective management of operational 

risk is a fundamental element of a bank’s risk management program.

Sound operational risk management is a reflection of the effectiveness of the board of directors and senior management in 

administering their portfolio of products, activities, processes and systems.

Where appropriate, strategic and reputational risks should be considered by banks’ operational risk management (that are excluded 

in the capital framework definition).

Although operational risk management and operational resilience address different goals, they are closely interconnected. An 

effective operational risk management system and a robust level of operational resilience work together to reduce the frequency and 

the impact of operational risk events.

Internal controls are typically embedded in a bank’s day-to-day business and are designed to ensure, to the extent possible, that the 

bank’s activities are efficient and effective; that information is reliable, timely and complete; and that the bank is compliant with

applicable laws and regulations.



Poll Question “2”
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Banks commonly rely on three lines of defense:

“The Committee has highlighted that, despite the three lines of defense model being widely adopted by banks, confusion around roles and 
responsibilities hampers its effectiveness”

Operational Risk Management & Three Lines of Defense

(i)   Business Unit Management;

(ii) An Independent Corporate Operational Risk Management Function (CORF);

(iii) Independent Assurance

Banks should ensure that each line of defense: 

a) is adequately resourced in terms of budget, tools and staff; 

b) has clearly defined roles and responsibilities; 

c) is continuously and adequately trained; 

d) promotes a sound risk management culture across the organization; and 

e) communicates with the other lines of defense to reinforce the ORMF. 
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Operational Risk Management & Three Lines of Defense – 1st line responsibilities 

Sound operational risk governance recognizes that Business Unit Management is responsible for 
identifying and managing the risks inherent in the products, activities, processes and systems for which 
it is accountable. 

Banks should have a policy that defines clear roles and responsibilities in relevant business units. The 
responsibilities of an effective first line of defense in promoting a sound operational risk management 
culture should include:

st

1. identifying and assessing the materiality of operational risks inherent in their respective business units through the use 

of operational risk management tools;

2. establishing appropriate controls to mitigate inherent operational risks, and assessing the design and effectiveness of 

these controls through the use of the operational risk management tools; 

3. reporting whether the business units lack adequate resources, tools and training to ensure identification and 

assessment of operational risks;

4. monitoring and reporting the business units’ operational risk profiles, and ensuring their adherence to the established 

operational risk appetite and tolerance statement; and

5. reporting residual operational risks not mitigated by controls, including operational loss events, control deficiencies, 

process inadequacies, and non-compliance with operational risk tolerances.
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Operational Risk Management & Three Lines of Defense – 2nd line responsibilities 

Functionally independent CORF is typically the second line of defense. The responsibilities of an 
effective second line of defense should include:

Note: The degree of independence of the CORF may differ among banks. 

The CORF Typically engages relevant corporate control groups (e.g Compliance, Legal, Finance and IT) 
to support its assessment of the operational risks and controls. 

nd

1. developing an independent view regarding business units’ (i) identified material operational risks, (ii) design and 

effectiveness of key controls, and (iii) risk tolerance;

2. challenging the relevance and consistency of the business unit’s implementation of the operational risk management 

tools, measurement activities and reporting systems, and providing evidence of this effective challenge;

3. developing and maintaining operational risk management and measurement policies, standards and guidelines;

4. reviewing and contributing to the monitoring and reporting of the operational risk profile; and

5. designing and providing operational risk training and instilling risk awareness.
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Operational Risk Management & Three Lines of Defense – 3rd line responsibilities 

The third line of defense provides independent assurance to the board of the appropriateness of the 
bank’s ORMF. The third line of defense reviews generally are conducted by the bank’s internal and/or 
external audit, but may also involve other suitably qualified independent third parties. 

The scope and frequency of reviews should be sufficient to cover all activities and legal entities of a 
bank. An effective independent review should:

rd

1. review the design and implementation of the operational risk management systems and associated governance 

processes through the first and second lines of defense (including the independence of the second line of defense);

2. review validation processes to ensure they are independent and implemented in a manner consistent with established 

bank policies;

3. ensure that the quantification systems used by the bank are sufficiently robust

4. ensure that business units’ management promptly, accurately and adequately responds to the issues raised, and 

regularly reports to the board of directors or its relevant committees on pending and closed issues; and

5. opine on the overall appropriateness and adequacy of the ORMF and the associated governance processes across the 

bank.

Because operational risk management is evolving and the business environment is constantly changing, senior 

management should ensure that the ORMF’s policies, processes and systems remain sufficiently robust to 

manage and ensure that operational losses are adequately addressed in a timely manner. 



Poll Question “3”



PRINCIPLES for The Sound Management of Operational Risk 



© 2021 Aldar International for Governance Consultancy. All rights reserved. 17

Components Related Principles 

1 & 2

3 - 5

6 -9

10

11

12

The Components and Related Principles

General Principles

Governance

Risk Management Environment 

Info & Communication Technology

Business continuity planning

Risk Disclosures 
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Principles for the sound management of operational risk

General Principles

Governance

Risk Management Environment 

Info & Communication Technology

Business continuity planning

Business continuity planning

PRINCIPLE ONE

The board of directors should take the lead in establishing a Strong Risk Management 

Culture, implemented by senior management. The board of directors and senior management 

should establish a corporate culture guided by strong risk management, set standards and 

incentives for professional and responsible behavior, and ensure that staff receives appropriate 

risk management and ethics training.

Guidelines for Implementation

Strong & 

consistent 

Support of ORM

Appropriate 

Level of 

Operational Risk 

Training 

Compensation 

Policies aligned 

with bank’s St. of 

Risk Appetite

Clear 

Expectations & 

Accountabilities 

Code of Conduct

Banks with a strong culture of risk management and ethical business practices are less 

likely to experience damaging operational risk events and are better placed to effectively 

deal with those events that occur. The actions of the board of directors and senior 

management as well as the bank’s risk management policies, processes and systems provide 

the foundation for a sound risk management culture. 

1
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Principles for the sound management of operational risk

PRINCIPLE TWO

Banks should develop, implement and maintain an Operational Risk Management 

Framework that is fully integrated into the bank’s overall risk management processes. The 

ORMF adopted by an individual bank will depend on a range of factors, including the bank’s 

nature, size, complexity and risk profile.

Governance Structures

ORM Policies & Procedures

Risk & control identification 
and assessment tools

Approach to ensure the 
effectiveness of controls 

Thresholds for risk 
exposure

Risk & control inventory

Risk reporting  & 
management info systems

Common taxonomy of 
operational risk terms

independent review & 
challenge of RM outcomes

Policies to be reviewed 
based on quality of control 

environment
Accepted Operational risk 

appetite & Tolerance

Guidelines for Implementation

ORMF Documentation

General Principles

Governance

Risk Management Environment 

Info & Communication Technology

Business continuity planning

Business continuity planning

Documenting ORMF 

comprehensively & 

appropriately

Integrating ORMF 

components into 

overall RM processes

Board and Management 

understanding the nature & 

complexity of risks …

2
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Principles for the sound management of operational risk

General Principles

Governance

Risk Management Environment 

Info & Communication Technology

Business continuity planning

Business continuity planning

PRINCIPLE THREE

The board of directors should approve and periodically review the Operational Risk 

Management Framework, and ensure that senior management implements the policies, 

processes and systems of the operational risk management framework effectively at all decision 

levels.

Board of Directors

Guidelines for Implementation

Regular evaluation of 

the effectiveness of 

ORMF

Clear guidance on the 

principles underlying 

ORMF

Dynamic oversight on 

ORM processes

Risk Management 

Culture

Management 

responsibility for  

implementing a 

strong control 

environment

Controls 

regularly  

reviewed, 

monitored and 

tested 

Ensure management     

avails itself of 

advances in  best 

practices 

Ensure ORMF is 

subject to 

independent 

review by 3rd line 

of defense

3



Poll Question “4”
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Principles for the sound management of operational risk

General Principles

Governance

Risk Management Environment 

Info & Communication Technology

Business continuity planning

Business continuity planning

PRINCIPLE FOUR

The board of directors should approve and periodically review a Risk Appetite and Tolerance 

Statement for operational risk that articulates the nature, types and levels of operational risk 

the bank is willing to assume.

Board of Directors

Guidelines for Implementation

2. Includes 
Information & 

assumptions about 
the business plans

3. Establishes       

boundaries 

or indicators 

to enable 

monitoring 

4. Strategy and risk 

limits of business 

units align with the 

Statement

5. Forward 

Looking & 

subject to 

scenario & 

stress testing

1. Easy to 

Communicate & 

Understand

An effective 

Risk Appetite 

& Tolerance 

statement 

The board of directors should approve and 

regularly review the appropriateness of limits 

and the overall operational risk appetite and 

tolerance statement. 

4

(Guidelines for an effective Risk 

Appetite and Tolerance 

Statement)
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Principles for the sound management of operational risk

General Principles

Governance

Risk Management Environment 

Info & Communication Technology

Business continuity planning

Business continuity planning

PRINCIPLE FIVE

Senior management should develop for approval by the board of directors a clear, effective and 

robust governance structure with well-defined, transparent and consistent lines of 

responsibility. Senior management is responsible for consistently implementing and maintaining 

throughout the organization policies, processes and systems for managing operational risk in all 

of the bank’s material products, activities, processes and systems consistent with the bank’s risk 

appetite and tolerance statement.

Senior Management

Guidelines for Implementation

Bank’s 

governance 

structure should 

be 

commensurate 

with the nature, 

size, complexity 

and risk profile 

of its activities.

A bank should 

take the 

following into 

consideration:

Translating the 

ORMF approved 

by the board of 

directors into 

specific policies 

and procedures

Ensure that staff 

responsible for 

managing 

operational risk 

coordinate and 

communicate 

effectively with 

staff 

responsible for 

managing 

credit, market, 

and other risks

Establishing and 

maintaining 

robust 

challenge 

mechanisms 

and effective 

issue resolution 

processes and 

demonstrate 

the 

effectiveness of 

the 3 L of D

The managers 

of the CORF 

should be of 

sufficient 

stature within 

the bank 

Ensure that 

bank activities 

are conducted 

by staff with the 

necessary 

experience, 

technical 

capabilities and 

access to 

resources

5
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a) Committee Structure

Board-created Enterprise-level Risk Committee vs. Flatter organizational structure 

that oversees operational risk directly.

b) Committee Composition

Sound industry practice is for operational risk committees to include members with a 

variety of expertise.

c) Committee Operation

Committee meetings should be held at appropriate frequencies with adequate time 

and resources to permit productive discussion and decision-making. 

Principles for the sound management of operational risk

General Principles

Governance

Risk Management Environment 

Info & Communication Technology

Business continuity planning

Business continuity planning

PRINCIPLE FIVE

Senior management should develop for approval by the board of directors a clear, effective and 

Robust Governance Structure with well-defined, transparent and consistent lines of 

responsibility. Senior management is responsible for consistently implementing and maintaining 

throughout the organization policies, processes and systems for managing operational risk in all 

of the bank’s material products, activities, processes and systems consistent with the bank’s risk 

appetite and tolerance statement.

Senior Management

Guidelines for Implementation

Bank’s 

governance 

structure should 

be 

commensurate 

with the nature, 

size, complexity 

and risk profile 

of its activities. 

A bank should 

take the 

following into 

consideration:

5
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Self-Assessments

Operational Risk Event Data6

Benchmarking & Comparative Analysis7

1

Metrics (KRIs)3

Scenario Analysis4

Event Management5

Control Monitoring & Assurance Framework 2

Principles for the sound management of operational risk

General Principles

Governance

Risk Management Environment 

Info & Communication Technology

Business continuity planning

Risk Disclosures 

PRINCIPLE SIX

Senior management should ensure the comprehensive Identification and Assessment of the 

Operational Risk inherent in all material products, activities, processes and systems to make 

sure the inherent risks and incentives are well understood.

Identification & assessment

Guidelines for Implementation

6

Risk Assessment & 

Identification Tools



Poll Question “5”
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Principles for the sound management of operational risk

General Principles

Governance

Risk Management Environment 

Info & Communication Technology

Business continuity planning

Risk Disclosures 

PRINCIPLE SEVEN

Senior management should ensure that the bank’s Change Management Process is 

comprehensive, appropriately resourced and adequately articulated between the relevant lines 

of defense.

Identification & assessment

Guidelines for Implementation

In general, the bank’s operational risk exposure evolves when a bank initiates change

A bank should have policies and procedures defining the process for identifying, managing, 

challenging, approving and monitoring change. These P&Ps should be subject to independent & regular 

review and clearly allocate roles and responsibilities in accordance with the three-lines-of-defense model, in 

particular:

• 1st line of defense: Performing operational risk and control assessments of new products, activities, 

processes and systems.

• 2nd line of defense: Challenging the operational risk and control assessments of first line of defense, as 

well as monitor the implementation of appropriate controls or remediation actions.

7
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Principles for the sound management of operational risk

General Principles

Governance

Risk Management Environment 

Info & Communication Technology

Business continuity planning

Risk Disclosures 

PRINCIPLE SEVEN

Senior management should ensure that the bank’s Change Management Process is 

comprehensive, appropriately resourced and adequately articulated between the relevant lines 

of defense.

Identification & assessment

Guidelines for Implementation

7

A bank should have policies and procedures for the review and approval of new products, activities, 

processes and systems. The review and approval process should consider:

▪ Inherent Risks

▪ Changes to operational risk profile

▪ Controls, RM processes & risk mitigation strategies

▪ Residual risk

▪ Changes to relevant risk thresholds or limits

▪ Procedures/metrics to assess, monitor & manage new risks

The review and approval process should include ensuring that appropriate investment has been made for 

human resources and technology infrastructure before changes are introduced. Changes should be 

monitored, during and after their implementation, to identify any material differences to the expected 

operational risk profile and manage any unexpected risks.

Banks should maintain a central record of their products and services to the extent possible (including the 

outsourced ones) to facilitate the monitoring of changes.
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Principles for the sound management of operational risk

General Principles

Governance

Risk Management Environment 

Info & Communication Technology

Business continuity planning

Risk Disclosures 

PRINCIPLE EIGHT

Senior management should implement a process to Regularly Monitor Operational Risk 

Profiles and material operational exposures. Appropriate reporting mechanisms should be in 

place at the board of directors, senior management, and business unit levels to support 

proactive management of operational risk.

Monitoring & reporting

Guidelines for Implementation

8

4 Reporting

1

2

3

Reporting on any residual operational risks, 

including operational risk events, control 

deficiencies, process inadequacies & non-

compliance with operational risk tolerances.

Comprehensive, accurate, consistent & actionable

Timely & Frequent

Reporting in both normal & stressed 

market conditions. Frequency reflects risks 

involved & pace & nature of changes in 

the operating environment

ORM Reports should be

Data capture and risk reporting 

processes should be analyzed 

periodically to enhance RM 

performance as well as advancing 

RM P&Ps and practices.

Describing Operational Risk Profile

Operational risk reports must include;

a) Breaches of the risk appetite and 

tolerance statement.

b) Assessment of key emerging risks.

c) Details of recent operational risk events &losses

d) Relevant external events or regulatory changes
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Principles for the sound management of operational risk

General Principles

Governance

Risk Management Environment 

Info & Communication Technology

Business continuity planning

Risk Disclosures 

PRINCIPLE NINE

Banks should have a Strong Control Environment that utilizes policies, processes and systems; 

appropriate internal controls; and appropriate risk mitigation and/or transfer strategies.

Control Mitigation

Guidelines for Implementation

9

Components of 

Sound Internal 

Control Program

Control 

Activities

Information and 

Communication

Monitoring 

Activities 

Risk Assessment

An Effective Control Environment: 

Includes a system for ensuring compliance with policies, 

regulations and laws. 1

Addresses how the bank ensures operational resilience is 

maintained in normal circumstances & in disruptions. 2

Requires appropriate segregation of duties. 3

Identifies, minimizes, independently monitors and 

reviews areas of conflict of interests. 4



Poll Question “6”
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Exposes a bank to operational risk and the possibility 
of material financial loss. 

Principles for the sound management of operational risk

General Principles

Governance

Risk Management Environment 

Info & Communication Technology

Business continuity planning

Risk Disclosures 

PRINCIPLE NINE

Banks should have a Strong Control Environment that utilizes policies, processes and systems; 

appropriate internal controls; and appropriate risk mitigation and/or transfer strategies.

Control Mitigation9

Consequently, a bank should have an integrated approach to identifying, measuring, monitoring and 

managing technology risks along the same precepts as operational risk management.

where internal controls do not adequately address risk & accepting the risks is not an option, management can 

complement controls by Risk Transfer. Risk transfer is a complementary, not replacement tool. Mechanisms 

should also be in place to identify and reduce legal risk exposure.

Guidelines for Implementation

Implementation of Technology 

Effective use & sound implementation of technology 
can contribute to the control environment. 

Outsourcing Arrangements

Introduce risks that management should address
Can help manage costs, provide expertise, expand 
product offerings, and improve services

Effective third-party risk policies shall be developed (as a part of the ORMF’s policies) and risk management 

activities.
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Principles for the sound management of operational risk

General Principles

Governance

Risk Management Environment 

Info & Communication Technology

Business continuity planning

Risk Disclosures 

PRINCIPLE TEN

Banks should implement a robust ICT Risk Management Program in alignment with their 

operational risk management framework.

10

ICT risk management should reduce a bank’s operational risk exposure to direct losses, legal claims, 

reputational damage, ICT disruption and misuse of technology in alignment with its risk appetite and 

tolerance statement. 

Guidelines for Implementation

ICT Risk 

Management

To ensure data and systems’ confidentiality, integrity and 

availability, the board of directors should regularly oversee 

the effectiveness of the bank’s ICT risk management and 

senior management should routinely evaluate the design, 

implementation and effectiveness of the bank’s ICT risk 

management. 

This requires regular alignment of the business, risk 

management and ICT strategies to be consistent with the 

bank’s risk appetite and tolerance statement as well as with 

privacy and other applicable laws.

Banks should continuously monitor its ICT and regularly 

report to senior management on ICT risks, controls and 

events.

NEW PRINCIPLE
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Principles for the sound management of operational risk

General Principles

Governance

Risk Management Environment 

Info & Communication Technology

Business continuity planning

Risk Disclosures 

PRINCIPLE TEN

Banks should implement a robust ICT Risk Management Program in alignment with their 

operational risk management framework.

10

Guidelines for Implementation

ICT risk management together with complementing processes set by the banks should be:

• Reviewed on a regular basis for completeness against relevant industry standards and best practices as 

well as against evolving threats (e.g., cyber) and evolving or new technologies

• Regularly tested as part of a program to identify gaps against stated risk tolerance objectives and 

facilitate improvement of the ICT risk management.

• Make use of actionable intelligence to continuously enhance their situational awareness of 

vulnerabilities to ICT systems networks and applications.

NEW PRINCIPLE
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Principles for the sound management of operational risk

General Principles

Governance

Risk Management Environment 

Info & Communication Technology

Business continuity planning

Risk Disclosures 

PRINCIPLE ELEVEN

Banks should have Business Continuity Plans in place to ensure their ability to operate on an 

ongoing basis and limit losses in the event of a severe business disruption.26 Business continuity 

plans should be linked to the bank’s operational risk management framework.

11

Guidelines for Implementation

Regular review & 
approval by BOD

Involvement of the senior 

management & business 

units leaders in its 

implementationBusiness 

Continuity Policy  

Requirements 
Commitment of the first 

and second lines of 

defense to its design

Regular review by the 

third line of defense

Banks should prepare forward-looking 

business continuity plans (BCP) with scenario 

analyses associated with relevant impact 

assessments and recovery procedures:

i. BC policies should be grounded on 

scenario analyses & should categorize 

critical business operations and key 

internal or external dependencies.

ii. Each scenario should be subject to a 

quantitative and qualitative impact 

assessment or (BIA).

iii. Disruption scenarios should be subject 

to thresholds or limits for the activation 

of a business continuity procedure.

Reviewed Periodically Tested Frequently Communicated (& Training)

BC Plans, Policies & Procedures should be: 
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Principles for the sound management of operational risk

General Principles

Governance

Risk Management Environment 

Info & Communication Technology

Business continuity planning

Risk Disclosures 

PRINCIPLE TWELVE

A bank’s Public Disclosures should allow stakeholders to assess its approach to operational risk 

management and its operational risk exposure

12

Guidelines for Implementation

Banks should have a formal disclosure policy that is subject to regular & independent review and 

approval by the senior management and the board of directors. 

The policy should address the bank’s approach for determining what operational risk disclosures it will 

make and the internal controls over the disclosure process. 

In addition, banks should implement a process for assessing the appropriateness of their disclosures and 

disclosure policy.

Risk Disclosure Policy



Principles for Operational Resilience 3
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2019-2021

Introduction

After the Great Financial Crisis (GFC), Basel Committee’s reforms of the prudential framework have enhanced the supervision of the

global banking system and resulted in a number of structural changes to strengthen banks’ financial resilience.

Higher levels of 

capital & Liquidity

Absorb Financial 

shocks 

The committee believes that further work is necessary to strengthen banks’ ability to absorb 

operational risk-related events, such as pandemics, cyber incidents, technology failures and natural 

disasters, which could cause significant operational failures or wide-scale disruptions in financial markets.

2007-2009

As the Covid-19 pandemic progressed, the Committee observed banks rapidly adapting their operational posture in response to new 

hazards or changes in existing hazards. The Committee believes that a pragmatic, flexible approach to operational resilience can 

enhance the ability of banks to withstand, adapt to and recover from potential hazards and thereby mitigate potentially severe 

adverse impacts.

Principles-based 

approach

The approach builds on updates to the Committee’s Principles for the Sound Management of Operational Risk (PSMOR) and 

draws from previously issued principles on corporate governance for banks, as well as outsourcing, business continuity and 

relevant risk management-related guidance.`

An Evolving Operational Risk Landscape 

▪ Rapid adoption of & increased dependency on Technology infrastructure

▪ Pandemic-related disruptions 

▪ Growing reliance on technology-based services provided by third parties

▪ Cyber threats & operational risk events due to greater reliance on virtual working arrangements. 



Poll Question “7”
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Introduction

Operational resilience is an outcome that benefits from the effective management of operational risk.

While it may not be possible to avoid certain operational risks, such as a pandemic, it is possible to 

improve the resilience of a bank’s operations to such events.

The graph on the right side shows important factors for banks to consider when strengthening their 

operational resilience.

Operational 
Resilience

Business Continuity

The ability of a bank to deliver critical operations through disruption.

This ability enables a bank to identify and protect itself from threats and potential failures, 

respond and adapt to, as well as recover and learn from disruptive events in order to 

minimize their impact on the delivery of critical operations through disruption.

“
BASEL definition of OPERATIONAL RESILIENCE



PRINCIPLES for Operational Resilience 
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Operational Resilience Principles – Overview 

Governance Operational Risk 
Management

Business 
Continuity 

Planning & Testing 

Mapping of 
Interconnections & 
Interdependencies 

Third-party 
Dependency 
Management

Incident 
Management

ICT & Cyber 
Security

This section presents the Committee’s principles for operational resilience which are organized across the following seven categories:

These categories are based on the Committee’s updated PSMOR, and previously issued principle-based guidance on corporate governance, 

business continuity, outsourcing and other relevant risk management frameworks.
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Propper Implementation of 

Operational Resilience 

Approach by Senior Mgt.

Timely Reports on the ongoing 

Operational Resilience 

Approach

Operational Resilience Principles

GOVERNANCE

Banks should utilize their existing governance structure to establish, oversee and implement an effective operational resilience approach that 

enables them to respond and adapt to, as well as recover and learn from, disruptive events in order to minimize their impact on delivering critical 

operations through disruption.

st

Guidelines for Implementation

BOD Should Review & Approve 

Operational Resilience 

Approach

BOD Role in establishing an 

understanding  of Operational 

Resilience Approach
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Operational Resilience Principles

nd
OPERATIONAL RISK MANAGEMENT

Banks should leverage their respective functions for the management of operational risk to identify external and internal threats and potential 

failures in people, processes and systems on an ongoing basis, promptly assess the vulnerabilities of critical operations and manage the resulting 

risks in accordance with their operational resilience approach.

The bank’s operational risk 

management function should  work 

alongside other relevant functions to 

manage and address any risks that 

threaten the delivery of critical 

operations.

to identify and assess threats and 

vulnerabilities, and more generally their 

operational risk, in a timely manner and, 

to the extent possible, prevent them 

from affecting critical operations 

delivery. 

The respective functions should regularly 

assess the effectiveness of the 

implemented controls and procedures.

Banks should leverage Change 

management as a way to assess 

potential effects on the delivery of 

critical operations and on their 

interconnections & interdependencies. 

Guidelines for Implementation



Poll Question “8”
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Consistent With Third 

Parties’ Operational 

Resilience Approaches

Provide Detailed 

Guidance For 

Implementing The 

Disaster Recovery 

Framework

Develop, Implement 

&  Maintain  a  Regular 

Business Continuity 

Exercise

Identify Critical 

Operations, & Key 

Internal & External 

Dependencies

Forward Looking when 

Assessing the Impact  of 

Potential Disruptions

Operational Resilience Principles

rd BUSINESS CONTINUITY PLANNING AND TESTING

Banks should have business continuity plans in place and conduct business continuity exercises under a range of severe but plausible scenarios in 

order to test their ability to deliver critical operations through disruption.

Guidelines for Implementation

BCP should be: 
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Banks may leverage their recovery and 

resolution plans, as appropriate, for 

definitions of critical operations and should 

consider whether their operational resilience 

approaches are appropriately harmonized 

with the organizational mappings of critical 

operations.

Operational Resilience Principles

th MAPPING INTERCONNECTIONS AND INTERDEPENDENCIES

Once a bank has identified its critical operations, the bank should map the internal and external interconnections and interdependencies that are 

necessary for the delivery of critical operations consistent with its approach to operational resilience.

Guidelines for Implementation

Mapping 

Interconnections & 

Interdependencies

The respective functions should map the 

people, technology, processes, information, 

facilities, & the interconnections & 

interdependencies among them as 

needed to deliver the bank’s critical 

operations. 

2

1

The approach and level of granularity of mapping 

should be sufficient for banks to identify 

vulnerabilities and to support testing of their ability 

to deliver critical operations through disruption, as 

described in Principle 3, considering the bank’s risk 

appetite and tolerance for disruption

3
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Operational Resilience Principles

th THIRD-PARTY DEPENDENCY MANAGEMENT

Banks should manage their dependencies on relationships, including those of, but not limited to, third parties or intragroup entities, for the delivery 

of critical operations

Guidelines for Implementation

Before entering into arrangements including those of, but not limited to, third parties or intragroup 

entities, this risk assessment & due diligence should be consistent with:

• The bank’s operational risk management framework

• Outsourcing/third-party risk management policy

• Operational resilience approach

Third party/intragroup entity of such arrangement should have at least equivalent level of operational 

resilience to safeguard the bank’s critical operations in both normal circumstances and in the event of 

disruption

• Banks should develop appropriate business continuity and contingency planning procedures and 

exit strategies to maintain their operational resilience in the event of a failure or disruption at a 

third party impacting the provision of critical operations. 

• Scenarios under the bank’s business continuity plans should assess the substitutability of third 

parties that provide services to the bank’s critical operations, and other viable alternatives that may 

facilitate operational resilience in the event of an outage at a third party, such as bringing the 

service back in-house

Risk Assessment & 

Due Diligence

Business Continuity 

& Contingency 

Planning



Poll Question “9”
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Operational Resilience Principles

th
INCIDENT MANAGEMENT

Banks should develop and implement response and recovery plans to manage incidents that could disrupt the delivery of critical operations in line 

with the bank’s risk appetite and tolerance for disruption. Banks should continuously improve their incident response and recovery plans by

incorporating the lessons learned from previous incidents.

Guidelines for Implementation

The Life Cycle of an Incident 

should be Captured in the 

Scope of Incident 

Management

Periodically Reviewing, Testing 

& Updating Incident Response 

& Recovery Procedures 

Maintain an Inventory of 

Incident Response & Recovery

Reflecting Lessons Learnt from 

Previous Incidents when 

Updating the Incident 

Management program

The scope of incident management should capture the life cycle of an incident, typically including, but not limited to:

i. The classification of an incident’s severity based on predefined criteria.

ii. incident response and recovery procedures.

iii. The implementation of communication plans to report incidents to both internal and external stakeholders
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Operational Resilience Principles

th
ICT INCLUDING CYBER SECURITY

Banks should ensure resilient ICT including cyber security that is subject to protection, detection, response and recovery programs that are regularly 

tested, incorporate appropriate situational awareness and convey relevant timely information for risk management and decision-making processes 

to fully support and facilitate the delivery of the bank’s critical operations.

Guidelines for Implementation

Documented ICT Policy 

including cyber security, which stipulates governance and 

oversight requirements, risk ownership and accountability, ICT 

security measures, periodic evaluation and monitoring of cyber 

security controls, and incident response, as well as business 

continuity and disaster recovery plans.

Identification of Critical Info Assets

• Banks should identify their critical information assets and 

the infrastructure upon which they depend.

• Banks should also prioritize their cyber security efforts 

based on their ICT risk assessment and on the significance 

of the critical information assets to the bank’s critical 

operations.

• Banks should develop plans and implement controls to 

maintain the integrity of critical information in the event of 

a cyber event.

• Banks should regularly evaluate the threat profile of their 

critical information assets, test for vulnerabilities and 

ensure their resilience to ICT-related risks.
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Operational Resilience Principles – General Concluding Remarks

First: Banks should focus on the operational resiliency as the same as the financial 

resiliency.

Second: Business Continuity Plan is not enough to ensure operational resiliency. Many 

other aspects should be considered into consideration, such as the third party 

management, interconnection and the interdependencies, and cybersecurity issues.

Third: Business changes and major incidents occurrence drive the need for more forward-

looking and dynamic risk management.



THANK YOU!

Q&A


